ABSTRACT
INTRODUCTION
ISMS (Information Security Management System) is an approach to protect and managing data based on a systematic method to establish, implement, operate, monitor, review, maintain, and improve of information security. The steps of establishing ISMS explained as: Define the scope, planning ISMS policies, risk assessment, risk treatment, selecting the management controls and preparing statement of applicability. Selecting the Management goals and controls is the method of using an appropriate control to limiting the risk is the most common form of risk management. The risk can be reduced by selecting a management goals and controls from the ISMS standard. Useful controls can be from existing controls or mechanisms that are in standards and guide directions of information security or they are from suggested control for organizational needs or special operations characteristics. [8] . ISO provides several documents that offer guidance in developing the ISMS. Those relevant to management of risk are ISO/IEC 27001 and ISO/IEC 27002. ISO/IEC 27001 is related to requirements of ISMS. It describes a model for establishing, implementing, operating, monitoring, reviewing, maintaining, and improving ISMS. It used to assess conformance by interested internal and external parties and applies to all types of organizations and ensures selection of adequate and proportionate security controls that protect information assets and give confidence to interested parties. This standard specifies requirements for the implementation of security controls customized to the needs of individual organizations or departments. It provides 11 domains of information security. ISO/IEC 27002 is related to code of practice for ISMS. It defines security controls that may be selected within each domain of ISO/IEC 27001 and provides implementation guidance in each area. [4] Information security control areas / objectives / controls are considered as an index for evaluation of the ISMS. ISO 27001 defines 11 areas, 39 objectives and 133 controls. Each the 11 areas includes one or more control objectives and each objective also includes one or more controls. Because ISO 27002 is widely used to improve security controls and processes, we take the audit items from ISO 27002 as a list of the best methods for objectives and controls. [5] This list of 39 objectives for ISMS are: (1) information security policy, (2) internal organization, (3) external parties, (4) responsibility for assets, (5) information classification, (6) prior to employment, (7) during employment, (8) termination or change of employment, (9) secure areas, (10) equipment security, (11) operational procedures and responsibilities, (12) third party service delivery management, (13) system planning and acceptance, (14) protection against malicious and mobile code, (15) back-up, (16) network security management, (17) media handling, (18) exchange of information, (19) electronic commerce services, (20) monitoring, (21) business requirement for access control, (22) user access management, (23) user responsibility, (24) network access control, (25) operating system access control, (26) application and information access control, (27) mobile computing and teleworking, (28) security requirements of information systems, (29) correct processing in application, (30) cryptographic controls, (31) security of system files, (32) security in development and support process, (33) technical vulnerability management, (34) reporting information security events and weakness, (35) management of information security incident and improvement, (36) information security aspects of business continuity, (37) compliance with legal requirements, (38) compliance with security policies and standards, and technical compliance, (39) information systems audit considerations. [5, 6] Organization managers to preserve their competitiveness and business continuity need to implement ISMS in their organization. ISMS implementation is carried out by adopting areas, objectives and controls of ISO 27001 [6] . On the other hand, implementation of all objectives and controls at the same time is impossible and too costly. Therefore, managers and ISMS executives need to select and prioritize the high risk and critical security objectives / controls to implement or improve.
Researchers are trying to select and rank areas / objectives / controls quantitative and accurate to choice the high risk controls to implement or improve. [14, 15] In reference 14 are developed an MCDM model combining VIKOR, DEMATEL and ANP to rank control areas and objectives by considering the problem of conflicting criteria that show dependence and feedback. This model considers the dependency among the control areas and objectives by combining ANP and DEMATEL to obtain the weights of the control areas. The DEMATEL is used to construct interrelations between criteria / factors, and ANP is used to overcome the problems of dependence and feedback [3, 14] . The VIKOR method ranks alternatives based on all the established controls. Namely it uses the same control to assess each alternative. These methods can help us get the gaps for the control areas / objectives so rank them based on the obtained gaps. [14, 15] Ranking areas / objectives / controls by MCDM methods beside the extra computational and mathematical complexity problem are divergence in some cases. [3, 13, 14] Organization managers and individuals are concerned with the ISMS, have little information about the objectives and controls. This requirements and limitations lead to the definition of the fuzzy multi-criteria, multi-expert with the minimum information and uncertainty characteristics problem. In this situation, fuzzy screening technique is the best choice for selecting the high risk and critical objectives and controls.
Information security areas / objectives / controls can be prioritized using fuzzy screening technique. In this paper, the fuzzy screening process is done only for objectives and we ignored of doing it for controls. Fuzzy screening technique is used for selecting a small subset of a large collection but in this paper we have used it to prioritize and ranking the control objectives based on their scores.
In the following, meanwhile explaining the fuzzy screening process, we are described how to use it for selecting and prioritizing control objectives. We are implement both models in Azad University in Iran and our research results (tables, comparisons and etc.) are based on this case study.
Fuzzy Screening process for selecting and prioritizing control objectives
Screening problems are usually beginning with a large subset (X), the set of possible alternatives. Each alternative is basically described with the preliminary and minimum required information that indicates its suitability as the best choice. This minimum information provided by the alternatives should be used to select a subset A of X, for further consideration.
Screening problems besides having minimum information attribute, generally are involving a few pepole participation in the decision-making process. Those views should be considered in the decision process are called experts. Each expert's decision is presented by multiple criteria so the proposed technique is a multi-criteria decision making with multi-expert (ME MCDM) and with minimum information. Of course, the fact we are face with minimum information about the alternatives complicates the problem, because limits operations that are used to combine the opinions of multiple experts by several criteria. This technique that is proposed by Yager provides required aggregation by considering minimum information associated with the alternatives. This technique is just need the preferential information be expressed in the scale with linear order. This property allows experts to provide information about his satisfaction in the form of linguistic values such as high, medium and low. This ability to perform operations on imprecise language preferences allow experts to use of sources with minimum information in relation to their studied subject. [1, 12] Fuzzy screening is a two-stage process. In the first stage, is asked of the experts to weight the different criteria and offers its evaluation of each alternative; this evaluation includes ranking of alternatives based on several criteria. In the second stage, experts' evaluations are combined to obtain a single value for each alternative; this single value can be used as a guideline in the decision-making process. [1] 
The characterization
In the first step the criteria, alternatives, experts and linguistic scale for the evaluation should determine and then alternatives are ranked. [1, 12] The set of decision alternatives are 39 control objectives of the 11 areas that are identified with the set A.
A = {A , A , … , A }
Evaluation criteria for prioritizing control objectives are listed in Table 1 . Integrity: property of safeguarding the accuracy and completeness of assets.
Availability: property of being accessible and usable upon demand by an authorized entity. [6] Decision-makers group should be selected among the IT managers, middle managers, IT engineers who are expert in the ISMS and have sufficient experience in the organization. For our case study the panel group consists of four people; two IT managers with 10 years' experience and a middle manager with 5 years managing and an IT engineer with 3 years' experience.
E = {E , E , E , E }
Eventually linguistic scale is determined according to the Table 2 . Each expert should express that how much every one of the 39 objectives satisfy different criteria? In other word, how is it possible that the criteria are satisfied by the objectives? The evaluation of criteria satisfaction by objectives is made in the form of S scale. Use of such a scale provides a natural ordering of S i . Such that for any i > j, we have: S > S . The maximum and minimum element of each pair is determined as follows:
S = {S , S , S , S , S , S , S }
Max S , S = S S ≥ S Min S , S = S S ≥ S
Ranking the objectives based on different criteria
At this stage, each expert offers the importance degree of different criteria in their vision in terms of S scale. Experts have expressed their opinions on the criteria importance as Table 3 : Then each expert offers a set of 6 values as number as criteria for each control objective based on the mentioned scale. These values represent the satisfaction degree of the desired objective in related to the j-th criteria:
For example π 2 indicate the satisfaction possibility of the second criteria by the desired objective. Each π j is an element in the set of allowable scores S.
Experts' evaluation of the satisfaction possibility of each six criteria by the first two objectives is shown in Table 4 .We ignored of showing satisfaction possibility of all objectives due to lack of space. Here we skip the intermediate stages for all objectives. [1, 12] Table 4 -satisfaction possibility of each six criteria by the first two objectives
For example "Information Security Policy" objective in related to the criteria C1 from the first and second experts' viewpoints has been won M score and from the third and fourth experts' viewpoints has been won L score.
Experts' unit evaluation of each control objective
The next step in the process is finding unit evaluation of each expert to each objective. For this purpose the negative size of the importance should be determined as follows: In the next step, unit scores of objectives by every expert should be calculated by the formula 2 as follows:
Where is the unit score of k-th expert associated with objective i, is the importance degree of j-th criteria from the k-th expert viewpoint, and π ikj is the satisfaction possibility rate of j-th criteria by i-th objective from the k-th expert opinion. ˅ is the union sign.
This formula implies the most important objectives for the organization are the objectives that are satisfied most important criteria. In other words, if a criterion is important so each objective should get a good score of it. The results for first two objectives, "information security management policy" and "internal organization" are given below. [1, 12] The tables 6 to 9 show steps of obtaining the unit score of objectives step by step: Table 6 -the criteria's negative scores (Neg I ) Table 8 -(Neg I ˅ π ) for first two objectives
The results of the first stage of the screening process are achieving the experts' unit score to the 39 objectives:
Where indicate the unit evaluation of i-th objective by the k-th expert and r shows number of experts, which is equal to 4.
The overall evaluation of each objective
In the second stage of the screening process are paid to obtain an overall evaluation of each objective by combining experts' evaluations.
Defining the aggregation function
An aggregation function must be determined to combine experts' opinions for the decisionmaking body. This function defines how many experts must be agreed that an alternative be acceptable to pass through the screening process. Accordingly for each alternative i, the aggregation function provides a value Q(k). Q(k) implies that if k experts are satisfied with an alternative, what would be the acceptance of the alternative [1, 12] . For rationality, Q function must have features such as:
 If more experts have agreed, satisfaction degree of decision-makers would be higher: > ℎ ( ) ≥ ( )  If for decision making need to supporting of all decision-makers so:
supporting of m decision makers is need to considering an alternative be worth then:
If q is the number of points on the S scale, int represents the integer numbers and r indicates the number of the decision makers, aggregation function is defined as follows:
It is clear in this relation:
For this problem the number of decision-makers is equal to 4 and the number of points of the scale S is equal to 7.
K= 0, 1, 2, 3, 4
From formula 3 can be obtained Table 10 . Table 10 shows different values of the aggregation function for the presented expert system. This values indicates that how much k satisfy the linguistic quantifier. For example, if no one has vote to an alternative as this alternative satisfies the aggregation function as none as and if three experts has vote to an alternative so aggregation function is satisfied "a lot".
Up to this point, a score is obtained by each expert for each objective. In the next step combination of experts' opinions should be done.
[12]
Use of OWA operator for combining viewpoints
The ordered weighted averaging aggregation operator (OWA) was proposed by Yager in 1988. An OWA operator of dimension n is a mapping : → that has an associated n vector.
= ( , , … , ) Where b is the j-th largest element of the bag <a , … , a >. [2, 7, 11] After identifying the aggregation function, we can use OWA operator to combine the experts' viewpoints.
For using of OWA operator, we back to the results of the first stage of the fuzzy screening process that is the unit scores of experts to different objectives:
Here unit scores are presented by the k-th expert for each the 39 objectives. (k=1, 2, 3, 4). For using of OWA operator, unit evaluation of experts should be arranged for each objective in descending order, which is listed in Table 11 : Experts' scores to objects as descending Experts' scores to objects as descending
Eventually overall evaluation of i-th objective is calculated by the formula 4:
In equation 4, , is the j-th highest good score on i-th objective that in the previous step are sorted in descending order, Q(j) indicate that decision makers think supporting of at least j expert is required. Max operator plays the sum role in conventional numerical averaging. Q(j)⌃B is the weighting of the j-th good score of i-th objective ( ) based on the decision maker demand.
(Which is required supporting of j expert, Q(j)). ^ is minimal sign.
For example, for the "information security policy" objective, U value is obtained as follows:
Descending order of experts' scores on "information security management policy" control is {M, L, L, L} and different values of aggregation function are obtained as Table 10 . So overall evaluation of this control is obtained as follows: [1, 12] 
Overall evaluation of all objectives has been achieved as 
Ranking and selection of objectives
After completing all the above steps, most critical controls for organization can be selected using objectives coefficients.
For our case study the 13, 14, 16, 21, 22, 24, 26, 27, 28, 29, 31, 32, 32, 33, 34, 35 objectives and "information systems audit considerations" the 39-th objective have obtained medium score so their related risks to the organization are as medium. These objectives are critical for organization and require further investigation to improve performance. The 1, 2, 4, 5, 7, 8, 9, 10, 11, 12, 15, 17, 18, 20, 23, 25, 30 , 36, 37 objectives and "compliance with security policies and standards, and technical compliance" the 38-th objective have won low score and have the secondary importance degree.
On the other hand "external parties" and "prior to employment" the 3-th and 6-th objectives have obtained very low score that means lower risk due to the controls. "Electronic commerce services" objective has gained none that means the minimal risk of control because this organization does not have any e-commerce.
Conclusions
Fuzzy MCDM model for ranking areas / objectives / controls in reference 14 are efficient but this model is difficult to implement in organizations due to mathematical computational complexity. Experts don't tend to fill out the questioners in practical situations because it's subtleties, pairwise comparisons and large number comparisons. Due to the mathematical complexity, understanding of model's steps and techniques for non-familiar people is very difficult. Therefore this model for evaluating and ranking low level controls is inefficient.
While our proposed model in this paper is executed without needing to pairwise comparisons and can be implement only by evaluating the importance of sub-criteria and satisfaction possibility rate of sub-criteria by each areas / objectives / controls, depending on the studying level, for our case study the objectives level. The model has good performance because fuzzy screening uses fuzzy operators for combining experts' viewpoints. This model in compared with the MCDM model has very good condition in terms of computation numbers and understanding of the procedures. Implementation of this model in organizations even for low level controls by considering the sub-criteria is possible and practical.
For example, in MCDM model for ranking 133 controls by assuming there is no dependence and conflict between the controls so without needing to the DEMATEL technique, just for the ANP should be done × = 8844 pairwise comparisons without considering the evaluation subcriteria per each expert. On the other hand, VIKOR technique requires to each expert perform 133 evaluations for evaluating the performance of 133 controls. The total number comparisons is required to rank the controls in this model is equal 8844 + 133 = 8977 by any expert. This number of comparison will never be bored experts and decision-makers. Using this model for ranking objectives / controls levels and even for ranking areas is difficult and impossible in practice. [10, 13] While these comparisons for ranking controls by considering six criteria will be equal 6 × 133 = 798 evaluation per each expert in our proposed model.
For peruse these models in objectives level, ranking the 39 objective by the MCDM model, regardless of their dependence so without using of DEMATEL and regardless of the sub-criteria, × = 760 pairwise comparison in the ANP and 133 evaluations to evaluate the controls performance in VIKOR are required. Namely a total of 760 + 133 = 893 comparisons must be made by each expert. [10, 13] While in our model the comparisons required with regard to the 6 sub-criteria is only 6 × 39 = 234 for each expert.
For areas level due to interdependences and feedback between areas using of DEMATEL technique are required in MCDM model. Both ANP and DEMATEL require × = 60 pairwise comparisons and 133 evaluations require for evaluating the controls performance in VIKOR so in total 133 + (2 × 60) =253 comparisons are need. [9, 10, 13] But in fuzzy screening just need 11 × 6 = 66 evaluation. This numbers are obtained based on techniques.
In table 13 are listed number of comparisons for areas / objectives / controls in two models: In the table 14 two ranking models are compared based on different factors. This table is filled based on our study of two models, as well as our experience in implementing two models in Azad university organization. 
